
CASE STUDY

PKWARE Solves Federal 
Agency Security 
Challenges

Pain Points

 ￭ Increasingly strict federal data 

security standards 

 ￭ Unsecured exchange of sensitive 

information 

 ￭ Inadequate strength of current 

encryption 

 ￭ No agency-wide encryption policy

Introduction

A high-profile federal government agency, tasked with ensuring 
the safety of millions of travelers each day, recently found that 
its data security policies had several significant weaknesses. 
The agency, with more than 50,000 employees around the 
globe, collects, processes, stores, and transfers various types 
of sensitive information on a continuous basis. This sensitive 
data is routinely shared with internal and external teams across 
multiple IT platforms. However, the agency’s standards for 
data encryption did not meet regulatory requirements, nor did 
they allow administrators to manage the encryption process 
effectively.

About PKWARE

PKWARE offers the only data 
discovery and protection solution 
that locates and secures sensitive 
data to minimize organizational 
risks and costs, regardless of device 
or environment. Our ultra-efficient, 
scalable software is simple to use 
on a broad range of data types 
and repositories, enabling precise, 
automated visibility and control 
of personal data, even in the 
fastest-moving, most complex IT 
environments. With more than 1,200 
customers, including many of the 
world’s largest financial institutions, 
retailers, healthcare organizations, 
and government agencies, PKWARE 
continues to innovate as an award-
winning global leader in data 
discovery, security, and compliance. 
To learn more, visit PKWARE.com.

A Mandate For Compliance

The Federal Information Security Management Act defines 
specific forms of protection that all government agencies 
must use in order to secure sensitive information. Among the 
guidelines is a requirement to use encryption that meets Federal 
Information Processing Standard (FIPS) 140.

When given a directive to bring its data encryption practices 
into compliance with FIPS 140, the agency found that some 
of its departments were not using encryption at all. Although 
many other departments were encrypting their data, they were 
using an application that supported only passphrase-based 
encryption that did not meet FIPS requirements.

While evaluating its FIPS compliance needs, the agency was also 
in the process of implementing a separate federal requirement, 
HSPD-12, that mandates the use of employee ID cards with Public 
Key Infrastructure (PKI) encryption capabilities. The agency 
soon determined that its current encryption solution could not 
support the encryption technology required under either FIPS 
140 or HSPD-12. Moreover, the current solution (where it was 
used at all) did not enable the agency’s security administrators 
to control or enforce encryption throughout the organization.
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PKWARE’S Solution

In need of a new encryption solution, the Agency 
evaluated and selected PKWARE, based on 
PKWARE’s ability to render information inaccessible 
to anyone but authorized users, whether the data is 
at rest or in transit. 

PKWARE was especially well suited to address the 
agency’s biggest concern: securing sensitive data 
that was being emailed by agency employees, either 
to other employees or to outside parties. PKWARE’s 
ability to support multiple encryption standards, 
including PKI, gave the agency confidence that 
it could maintain compliance with increasingly 
rigorous federal data security requirements.

In addition to installing the application on more than 
50,000 end user devices, the agency implemented 
PKWARE on its mainframe and more than 100 
departmental servers to ensure the security of the 
information it collected, processed, and stored.

Further, the agency gained full administrative control 
over data encryption by its employees, including the 
ability to apply policy keys for audit, forensics, and 
emergency access to all encrypted data.

Goals Achieved

PKWARE provided a unified solution to multiple 
data security concerns, fulfilling every one of the 
agency’s requirements for data encryption. With 
PKWARE installed on its mainframe, servers, and 
end user computers, the agency is able to ensure 
compliance with all federal data security regulations.

PKWARE serves as a vital component of the agency’s 
standard operating environment. As the agency 
works to enhance its data security even further, it 
continues to expand its PKWARE usage and install 
base.

Solution

 ￭ Single Encryption Policy

 ￭ Increased Encryption Strength

 ￭ Over 50,000 End User Installations

 ￭ Mainframe And Server Protection

 ￭ 100% Compliance With HIPAA And FIPS 140-2 

Requirements For Exchanging Data


