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PK Protect

A Full Suite of Data Protection Capabilities

Businesses need to be empowered to find and work

safely with their sensitive data in order to make better gﬂtigﬁi
business decisions, gain greater customer insights, data
move to the cloud, adhere to data compliance

mandates, and generate new revenue streams. y
But businesses also need to be able to interact with

sensitive data within the processes and procedures ‘fi;igt
they’ve already established. usability
Too many security solutions require organizations ,
to conform to the software, instead of the software ’
molding to what the business actually needs. It’s

time for businesses to be able to find and protect fits
data in a way that fits into existing workflows without right in
additional complication.

Protect with Precision

That’s where PKWARE fits: Our PK Protect solutions enable you to locate and use sensitive
data the way you want to while keeping it protected the way you need. All without changing
existing workflows.

= Data-centric design works within established policies and workflows

= Largest platform support in the market

s Easy deployment requires no coding to install or implement

= Direct line of sight to all sensitive data exposure risks

= Single pane view for immediate sensitive data management and reporting

PK Protect shields your business from financial and brand damage by ensuring that your
sensitive information is identified, labeled, and protected with the best technology available.
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PK Protect Endpoint Manager

Each time a user device is authorized to access a company’s network, the exploitable attack
surface increases. Protecting sensitive data on endpoint devices is critical. Using agents
deployed on endpoint devices, PK Protect Endpoint Manager (PEM) automatically applies
discovery and protection capabilities while minimizing user disruption.
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ENDPOINT MANAGER

Data Discovery

Automatically locate data on servers and desktops

m  Ensures sensitive data is continuously identified as more data is amassed
= Maintain confidence with minimized false-positives and elimination of oﬁ
false-negatives LD
m Close sensitive data discovery gaps to prepare for audits and minimize
breach data exposure

Classification

Categorize data based on custom or pre-defined policies to ensure
security and privacy

m Create policies for everything from complex scenarios to basic
classification, even pre-defined sensitive data types

= Automatically apply visual tags as data changes, and extend policy EE
adoption to partners, vendors, and anywhere data moves

= Valuable data insight integrated with access control systems to ensure
constant privacy
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Remediation

Protect data on endpoints and servers, as well as data that is sent via
email, according to policy

= Encryption automatically converts structured, semi-structured, and
unstructured data into an unreadable format usable for test and On
analytics, and provides decryption only to those with proper access D)
» Redaction permanently removes all or certain pieces of sensitive
information from text files and images

PK Protect Data Store Manager

The complexities of data protection along with the sheer volume of data created and stored
in databases, data lakes, and cloud can make protecting structured data feel like a daunting
task. PK Protect Data Store Manager (DSM) makes it easy to apply data protection policies in
real time across the entire enterprise, without user intervention and regardless of where data
lives.
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Data Discovery

Scheduled scans uncover data in the cloud, in databases and data lakes,
and everywhere data is stored across the enterprise

= Supported discovery for the most widely used data repositories, capable Oﬁ
of scanning both high volume and high velocity LD
= Build correlated and indexed identifiers across all data stores and cloud
to create all-encompassing identities for any data governance need
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Remediation

Protect data living and moving between large data repositories and/or
cloud according to policy —
m Masking permanently removes all or certain pieces of sensitive "?é
information within the database, data lake, or cloud from being revealed
and misused On
= Encryption automatically converts data into an unreadable format and (XD
provides decryption only to those with proper access
\ J
Privacy
Manage Data Subject Access Requests (DSAR) and employ privacy
enhancing techniques to remediate or delete information as requested
» Create and maintain inventories of personal data and robust, unique —
identities of all individuals - g
»  Apply appropriate privacy policies of multiple regulatory jurisdictions
from over 100 out-of-the-box options without a single line of code
\ J

Discover and Defend with PK Protect

PKWARE’s end-to-end solution enables businesses to manage personal information and
other sensitive data by combining extensive expertise, data-driven processes, and proven
technologies to balance data usage with protection for minimal risk and maximum value.

Identify what’s uniqgue and protect what’s important, all without changing your business
workflows. Take control of your data now with PK Protect.
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